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DETAILED ACTION 

1 . A response was received on 08 May 2006. By this response, Claims 28, 30, and 
33 have been amended. No claims have been added or canceled. Claims 1-25, 34-41, 
and 43 were previously withdrawn from further consideration as being directed to 
nonelected inventions. Claims 26-33 and 42 are currently under consideration in the 
present application. 

Response to Amendment 

2. The Examiner notes that the present response fails to comply with the provisions 
of 37 CFR 1 .121 . Specifically, Claims 1-25, 34-41 , and 43 are listed with the status 
identifier "Previously Presented"; however, the claims were withdrawn from further 
consideration and should therefore be labeled with the status identifier "Withdrawn". 
See 37 CFR 1 .121(c). In the interest of advancing the prosecution of the present 
application, the amendment has been considered as though it were in compliance with 
37 CFR 1.121; however, Applicant is reminded that future responses must comply with 
the provisions set forth in 37 CFR 1.121. 
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Election/Restrictions 

3. Applicant argues that the election in the response received 1 6 November 2005 
was wrongly characterized as without traverse in the previous Office action. 
Specifically, Applicant further argues that one of the criteria for a proper requirement for 
restriction is that there be a burden on the Examiner if restriction were not required, and 
that Applicant argued in the response of 16 November 2005 that because the claims 
were already examined, there could not be a burden on the Examiner. However, the 
Examiner respectfully disagrees. 

First, the Examiner notes that, as per MPEP § 811 and 37 CFR 1.142(a), 
although a requirement for restriction is "normally" made before any action on the 
merits, it may be made at any time before final action. Further, as the present 
application was filed under 35 U.S.C. 371, unity of invention practice is applicable, and 
as per 37 CFR 1.499, the requirement to elect an invention "may be made at any time 
before the final action at the discretion of the examiner" (emphasis added). See also 
MPEP § 1893.03(d). As the application was subject to a request for continued 
examination under 37 CFR 1 .1 14, it is considered to have been before final action at the 
time the requirement was made. 

Further, the Examiner notes that, in the requirement for restriction mailed 17 
October 2005, the Examiner set forth specific reasons why further examination of the 
claims would place undue burden on the Examiner, namely that Applicant's arguments 
in the response received 22 July 2005 being directed to substantially divergent 
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limitations in the different groups of claims, combined with the presence of distinct 
inventions which do not share a single general inventive concept as set forth in the 
restriction requirement, suggested that further examination of the distinct groups would 
require substantially divergent searches and therefore that further prosecution of the 
differing groups would be divergent. This divergent further examination was considered 
to place an undue burden on the Examiner, and thus the requirement for restriction was 
made. The Examiner further notes that Applicant's arguments in the election received 
16 November 2005 did not address the specific reasons that the Examiner 
provided as to why the requirement for restriction was proper, such reasons being 
noted above, and instead amounted to a mere allegation that the requirement for 
restriction was improper. 

Finally, the Examiner notes that, because unity of invention practice, and not 
restriction practice, is applicable because the application was filed as a national stage 
application under 35 U.S.C. 371, the factors listed in MPEP § 803 noted by the 
Applicant at page 10 of the present response, namely that the inventions must be 
independent or distinct and there would be a serious burden on the Examiner if 
restriction was not required, are not the criteria for a restriction under unity of invention 
practice. Rather, the requirement for the Examiner is to list the groups of inventions and 
show that each group lacks unity with each other group specifically describing the 
unique special technical feature of each group, following the principles of unity of 
invention. See MPEP §§ 823, 1893.03(d), and 1850. The Examiner provided such a 
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list and showing of lack of unity in the requirement mailed 17 October 2005, and 
Applicant's traversal did not include a rebuttal of such showing of lack of unity. 

4. In summary, the Examiner again acknowledges Applicant's election of Group II, 
Claims 26-33 and 42 in the reply filed on 16 November 2005. Because applicant did not 
distinctly and specifically point out the supposed errors in the restriction requirement, 
the election has been treated as an election without traverse (MPEP § 818.03(a)). 

Response to Arguments 

5. Applicant's arguments filed 08 May 2006 have been fully considered but they are 
not persuasive. 

Applicant traverses the rejections of Claims 26-32 and 42 under 35 U.S.C. 102(e) 
as anticipated by Jakobsson, US Patent 6049613, and of Claim 33 under 35 U.S.C. 
103(a) as unpatentable over Jakobsson. Specifically, Applicant argues that "the 
Jakobsson patent fails to disclose or suggest a data carrier, as claimed, in which 
operating program commands are arranged to prevent signals caused by execution of 
the commands from being used to infer data being processed" (see page 1 1 of the 
present response). However, none of the above claims under consideration (i.e. Claims 
26-33 and 42) recites the data carrier or operating commands as asserted by Applicant, 
and therefore it is immaterial whether Jakobsson discloses, teaches, or suggests such 
limitations. 
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Applicant further argues that Jakobsson is concerned with data protection but is 
not concerned with data inference by interception of emissions occurring during data 
protection, whereas the present invention "applies to the situation where signal 
emissions are vulnerable to interception" (see page 12 of the present response). 
However, the Examiner notes that Claim 26 explicitly recites "A method for protecting 
secret data" and neither Claim 26 nor its dependents recites anything regarding 
interception of signal emissions. 

Applicant also argues that Jakobsson is not concerned with the recited limitations 
of Claim 1 (see page 12 of the present response); however, the Examiner notes that 
Claim 1 was withdrawn from further consideration. 

Applicant additionally quotes from the previous Office action and alleges that 
The Examiner has based the rejection on features that are not even claimed, 
while ignoring what is actually claimed, namely arranging operating program 
commands in such a way that the data is not detectable from outside the chip" 
(pages 12-13 of the present response, emphasis in original). However, the Examiner 
respectfully disagrees with this allegation, noting that Claim 26 is, in fact, directed to 
protecting data by a method including "falsifying input data", as noted in the previous 
Office action. The Examiner further notes that Claim 26 makes no mention 
whatsoever of arranging operating program commands. Applicant further argues that 
the Examiner has "ignored a number of specific claim limitations" which are listed at 
pages 13-14 of the present response. However, the Examiner again notes that there is 
no recitation whatsoever in Claim 26 or its dependents of "operating program 
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commands that cause signal emissions detectable outside a chip" or "selection or 
execution of the operating program commands in such as [sic] way that 'the 
operating program commands cannot be inferred from said signals that are 
caused by execution of said commands and that have been detected outside the 
semiconductor chip"' (pages 13-14 of the present response, emphasis in original). 
Because these limitations do not appear in the claims under consideration (i.e. 
Claims 26-33 and 42), the allegation that these limitations were ignored in making the 
rejections of the claims under consideration is entirely spurious. 

In summary, in response to applicant's argument that the references fail to show 
certain features of applicant's invention, it is noted that the features upon which 
applicant relies are not recited in the rejected claims. Although the claims are 
interpreted in light of the specification, limitations from the specification are not read into 
the claims. See In re Van Geuns, 988 F.2d 1181, 26 USPQ2d 1057 (Fed. Cir. 1993). 

Therefore, for the reasons detailed above, the Examiner maintains the rejections 
as set forth below. 

Claim Rejections - 35 USC §112 

6. The rejection of Claims 28-30 and 33 under 35 U.S.C. 1 1 2, second paragraph, is 
withdrawn in light of the amendments to the claims. The rejection of Claim 42 under 35 
U.S.C. 112, second paragraph, is maintained as set forth below, as the present 
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response does not appear to address the rejection, although it is acknowledged (see 
page 1 1 of the present response). 

7. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

8. Claim 42 is rejected under 35 U.S.C. 112, second paragraph, as being indefinite 
for failing to particularly point out and distinctly claim the subject matter which applicant 
regards as the invention. 

Claim 42 recites the limitation "the security-relevant operations". There is 
insufficient antecedent basis for this limitation in the claims, although it appears to refer 
to the "one or more operations" of Claim 26. 

Claim Rejections - 35 USC § 102 



9. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21 (2) 
of such treaty in the English language. 

10. Claims 26-32 and 42 are rejected under 35 U.S.C. 102(e) as being anticipated by 



Jakobsson, US Patent 604961 3. 
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In reference to Claim 26, Jakobsson discloses a method of protecting secret 
data, where the method includes falsifying input data by combination with auxiliary data 
(column 5, line 56-column 6, line 42; column 6, line 56-column 7, line 3), and combining 
the output data with an auxiliary function value in order to compensate for the 
falsification of the input data, where the auxiliary value was previously determined 
(column 7, lines 48-65; column 10, lines 5-6). 

In reference to Claim 27, Jakobsson further discloses that the combination with 
the auxiliary function value is performed before execution of a non-linear operation 
(column 7, lines 48-65, where this is performed before execution of the operation at 
column 7, 66-column 8, line 28). 

In reference to Claim 28, Jakobsson further discloses that the auxiliary data are 
varied (column 6, lines 33-42, where different keys are used). 

In reference to Claims 29-32, Jakobsson further discloses that new auxiliary 
values can be generated by combining existing values, that auxiliary data are selected 
randomly, pairs of auxiliary data and auxiliary function values are generated, and the 
auxiliary data are random numbers (column 6, lines 33-42; column 7, lines 18-21, where 
keys are randomly chosen). 

In reference to Claim 42, Jakobsson further discloses that operations include 
permutations of data (see column 6, lines 50-55; column 7, lines 29-33). 



v. 
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Claim Rejections - 35 USC § 103 



11. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

12. Claim 33 is rejected under 35 U.S.C. 103(a) as being unpatentable over 
Jakobsson. 

Jakobsson discloses everything as applied to Claim 26. Jakobsson further 
discloses various encryption methods (column 6, lines 1 1-42; column 1 , lines 19-50); 
however, Jakobsson does not explicitly disclose combining data using an XOR 
operation. Official notice is taken that it is well known in the art to use XOR for an easily 
executed encryption operation combining data with a key. Therefore, it would have 
been obvious to one of ordinary skill in the art at the time the invention was made to use 
XOR for the combination operation in order to take advantage of the simplicity of the 
operation. 



Conclusion 



1 3. THIS ACTION IS MADE FINAL Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1 .136(a). 
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A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the mailing date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Zachary A, Davis whose telephone number is (571 ) 272- 
3870. The examiner can normally be reached on weekdays 8:30-6:00, alternate 
Fridays off. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Emmanuel Moise can be reached on (571) 272-3865. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 
273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 




zad 
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